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Lab 02 - Cybersecurity 3

Installation Wazuh

1. Mise en place

Pour mettre en place la stack, je décide de passer par un unifié, avec un réseau partagé
en mode "pont" pour des sorties internet s'il le faut.

En plus de la stack Wazuh (Indexer, Manager, Dashboard) et du Ubuntu, je tente un truc sympa avec un
Docker... Windows !

Comme je suis déja sur Windows et que Docker tourne sur WSL2, je dois modifier quelques options dans WSL
pour autoriser la virtualisation imbriquée, pousser la config du Docker Engine jusqu'a 16GB de RAM (c'est que
c'est gourmand Wazuh) mais ¢a passe.

Il a fallut également des fichiers de génération de certificats. Pour m'aider, j'ai utilisé I'lA Kimi K2.7 Code :

# Create working directory
-p config/wazuh_indexer_ssl certs
config

# Download the certificate tool
curl -sO https://packages.wazuh.com/4.9/wazuh-certs-tool.sh

# Create the configuration file
> config.yml <<EOF
nodes:
indexer:
- name: wazuh.indexer
ip: wazuh.indexer
server:
- name: wazuh.manager
ip: wazuh.manager
dashboard:
- name: wazuh.dashboard
ip: wazuh.dashboard
EOF

# Generate certificates
+X wazuh-certs-tool.sh

./wazuh-certs-tool.sh -A

# Move the generated certificates to the expected path
wazuh-certificates/* wazuh_indexer_ssl certs/

Ca fonctionne:
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B3 Jour 02
[ wazuhlab
B3 config

wazuh_indexer _ssl_certs
admin-key.pem
admin.pem
root-ca.key
root-ca.pem
wazuh.dashboard-key.
wazuh.dashboard.pem

wazuh.indexer-key.pem

/. pem
wazuh.manager.pem
wazuh-certificates
certs.yml

config.yml

wazuh-certs-tool.sh
[ data
ubuntu_gui
3 wazuh

dashboarc
indexer
manager

windows

certs_gen.sh

En fait...

"Je ne dirais pas que c'est un échec... ¢ca n'a pas marché."

2026-08-04
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Le docker-compose n'a pas abouti, et a 14h j'ai migré : Wazuh est maintenant déployé sur VirtualBox, et le

docker-compose.yml ne donne que du Ubuntu.

2. Fichier auth.log

Avec WSL2, adaptation du script en mono-ligne :

bash -c '> auth.log & & for i in {1..40}; do echo "Jul 21 12:00:$(printf "%02d" $i)
ubuntu sshd[12345]: Failed password for invalid user user$i from
192.168.0.%$((i%5+1)) port $((5000+i)) ssh2" >> auth.log; done && echo "Jul 21
12:01:00 ubuntu sshd[12345]: Accepted password for validuser from 192.168.0.1 port
5000 ssh2" >> auth.log'

w

Démarrage

Container CPU usage Container memory usage

/ 800% (8 C ble /15.25GB

@ Only show running containers

Name Container ID Image Port(s) CPU (%) Memory usage/li.. Memory (...
wazuhlab 120.07% 2.79GB/78.1GB 17.84%
ubuntu-gui 78f35504d103 2.32% 687.7MB/ 15.62GB 4.3%
windows f81ba7aaalfc 14.27% 18.19MB/ 15.62GB 0.11%
wazuh.indexer 93cf2daa07d8 1.07% 1.38GB/ 15.62GB 8.85%

wazuh.manager 63be9f03f30a 102.33% 560.3MB / 15.62GB 3.5%

Q
O
O
O
O
O
O
O

wazuh.dashboard  de6e91280e49 0.08% 171.9MB/ 15.62GB 1.08%

Avec la refonte de l'infra

marks  Tools Window  Help

A https://192.168.0.27/app/wz-home#/overviews?_g=(filter... I

G &z °

= W. | Overview APl default a o

EICICECEC]

AGENTS SUMMARY LAST 24 HOURS ALERTS
This instance has no agents registered. Critical High severity Medium Low severity

Please deploy agents to begin monitoring your endpoints severity severity 18
0 Rul lovel 210 14 3 Ruls ovel 0to 6

Ruie level 15 or Rule level 7 to 11

nigher

k& docker.desktop Qsearch [Cutk] @ & & & i

{g} Configuration

Assessment

Containers.

@ Only show running con

Container ID Image

Rt d962507fed42

LY DR B
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= W. Endpoints API default a C
AGENTS BY STATUS TOP 5 0S
@ Active (1) ® ubuntu (1)
@ Disconnected (0)

Pending (0)

@® Never connected (0)

TOP 5 GROUPS

® default (1)
Agents (1) @® Deploy new agent G Refresh &y Export formatted More £y
Search waQL
D ™ Name IP address Group(s) Operating system Cluster node Version Status Actions
001 wazuh-agent 172.19.0.2 default & Ubuntu 22.04.5 LTS node01 va.14.7 ® active @ ® =
Rows per page: 10 v <1 >

4. Mettre en place la regle

La nouvelle regle est réécrite selon les derniers standards de Wazuh en XML :

<group name="local,syslog,sshd,">
<rule id="100001" level="10" frequency="5" timeframe="60">
<if matched sid»5710</if matched sid>
<srcip>192.168.0.0/24</srcip>
<description>Plus de 5 tentatives SSH echouees en 1 minute</description>
</rule>
</group>

2 wazuh-user@wazuh-server

GNU nano 8.3 /var/ossec/etc/rules/local_rules.xml
<group name="local,syslog,sshd,">
<rule id="100001" level="10" frequency="5" timeframe="60">

<if_matched_sid>5710</if_matched_sid>
<srcip>192.168.0.0/2U</srcip>
<description>Plus de 5 tentatives SSH echouees en 1 minute</description>
</rule>
</group>

5. Relever les anomalies

Premiere "attaque" depuis I'agent Ubuntu :
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for i in {1..100}; do
RAND_IP="192.168.0.$((RANDOM % 254 + 1))"
RAND_USER="user_$((RANDOM % 20 + 1))"
RAND_PORT=$%( (RANDOM % 5000 + 10000))
TIME=$(date +"%b %d %H:%M:%S")

echo "$TIME ubuntu sshd[$$]: Failed password for invalid user $RAND_USER from
$RAND_IP port $RAND PORT ssh2" >> auth.log

sleep 0.05
done

Avec d'autres regles également, on peut tester des "attaques"” différentes :

for i in {1..100}; do
RAND_IP="192.168.0.$((RANDOM % 254 + 1))"
RAND_PORT=$( (RANDOM % 5000 + 10000))
TIME=$(date +"%b %d %H:%M:%S")

echo "$TIME ubuntu sshd[1234]: Failed password for root from $RAND IP port
$RAND_PORT ssh2" >> auth.log

sleep 0.05
done

for i in {1..100}; do
TIME=$(date +"%b %d %H:%M:%S")

echo "$TIME ubuntu sudo: attacker : 3 incorrect password attempts ; TTY=pts/1
; PWD=/tmp ; USER=root ; COMMAND=/bin/bash" >> auth.log

sleep 0.05
done

for i in {1..100}; do
RAND_IP="192.168.0.$((RANDOM % 254 + 1))"
RAND_PORT=$%( (RANDOM % 5000 + 10000))
TIME=$(date +"%b %d %H:%M:%S")

echo "$TIME ubuntu sshd[1234]: Accepted password for root from $RAND_IP port
$RAND_PORT ssh2" >> auth.log

sleep 0.05
done

Détection comme risque "faible" :
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[5) Search DQL +~  Last 24 hours Show dates C Refresh

Y | manager.name: wazuh-server x  rulelevel: 7to11 x = P Add filter

101 hits @
Aug 3, 2026 @ 15:51:37.534 - Aug 4, 2026 @ 15:51:37.535 per Auto ~
80
g 60
3 0 The selected time range does not
© @ include this entire bucket, it may
20 contain partial data.
0 15:30
18:00 21:00 00:00 0300 06:00
Count
timestamp per 30 minutes
Time _source

> Aug 4, 2626 € 15:56:47.814 predecoder.hostname: ubuntu predecoder.program_name: sshd predecoder.timestamp: Jul 271 12:008:36

input.type: log agent.ip: 172.19.8.2 agent.name: wazuh-agent agent.id: 881 previous_output: Ju
1 21 12:00:31 ubuntu sshd[12345]: Failed password for invalid user user31 from 192.168.0.2 port 50
371 ssh2 Jul 21 12:88:26 ubuntu sshd[12345]: Failed password for invalid user user26 from 192.768.

8.2 port 5626 ssh? Jul 21 12:00:21 ubuntu sshd[12345]: Failed password for invalid user user21 fro

> Aug 4, 2626 @ 15:50:47.812 predecoder .hostname: ubuntu predecoder.program_name: sshd predecoder.timestamp: Jul 21 12:88:35

input.type: log agent.ip: 172.19.8.2 agent.name: wazuh-agent agent.id: 881 previous_output: Ju
1 21 12:00:34 ubuntu sshd[12345]: Failed password for invalid user user34 from 192.168.8.5 port 50
34 ssh2 Jul 21 12:88:33 ubuntu sshd[12345]: Failed password for invalid user user33 from 192.168.

@.4 port 5033 ssh? Jul 21 12:00:32 ubuntu sshd[12345]: Failed password for invalid user user32 fro

> Aug 4, 2026 @ 15:50:47.801 predecoder .hosthame: ubuntu predecoder.program_name: sshd predecoder.timestamp: Jul 21 12:00:30

input.type: log agent.ip: 172.19.68.2 agent.name: wazuh-agent agent.id: 681 previous_output: Ju
1 21 12:00:29 ubuntu sshd[12345]: Failed password for invalid user user29 from 192.168.8.5 port 50
29 ssh2 Jul 21 12:8@:28 ubuntu sshd[12345]: Failed password for invalid user user28 from 192.168.

Dans le panneau "Threat Hunting", plus prédictif, un détail apparait :

= W. Threat Hunting [ API default ~

[5) Search DQL ~  Last 24 hours Show dates G Refresh

o
(S}

manager.name: wazuh-server Y | - Authentication failure x = (P} Add filter

33 0 33 0

- Total - - Level 12 or above alerts - - Authentication failure - - Authentication success -
Top 10 Alert level evolution Top 10 MITRE ATT&CKS
@5 @ Password Guessing
10 SSH
o [} [ ]
@ Brute Force

- 20
c
3
o
o

10

0

18:00 21:00 00:00 03:00 06:00 09:00 12:00 15:00

timestamp per 30 minutes

Annexe : Travaux et Moniteurs réels sur Datadog
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Pour montrer un peu a quoi ressemble de la prédiction froide sur les logs suspects, des exemples de VRAIS

moniteurs déployés sur Datadog, outil francais de gestion centralisée des journaux, avec outils de détections

divers :

i

DATADOG

Dashboards
Monitoring

Developer Portal

Automation
Infrastructure
Cloud Cost
APM

Digital E

Sof e Delivery

) Security

Data Obse|

Al Observability

Logs

Views

Q_ Search Datadog

& Monitors  List

My View

Triggered

creator:"Gauvain BOICHE"

> Teams

v Status
Triggered
I Alert
Warn
) No Data
§ ok
v Muted
True
Muted elapsed  30d
Muted left 1h

False

v Notification Recipient

Q_ Filter recipient list

1

or more

or less

24

NEW

I

v Draft Status

Published
Draft

v Priority
P1 (Critical)
P2 (High)
P2 (Mardinm)

13
12

10

Downtimes

Hide Controls

Quality

PRIORITY  STATUS

P2

P3

P2

P2

P2

P2

P3

P3

P2

P2

P2

P3

ALERT

ALERT

WARN
WARN

WARN

ALERT

ALERT

Analytics [4

Showing 1-25 of 25

MUTED LEFT

o

Ctrl K

£ Settings

NAME

[EKS] {{kube_cluster_name.name}} : {{kube_t
DRAFT  [EKS] GPU in {{kube_cluster_name.r
[RabbitMQ] {{aws_account_name.name}} : {{
[EKS] {{kube_cluster_name.name}} : {{pod_n
[LAMBDA] {{aws_account_name.name}} : {{ft
[API] {{aws_account_name.name}} : {{apinan
[EBS] {{faws_account_name.name}} : Burst be
[EKS] Karpenter has a "ServiceLinkRoleCreati
DRAFT  [EKS] Keda jobs objects growing unt
[EKS] {{aws_account_name.name}} : {{cluster
DRAFT [EKS] {{cluster_name.name}} : {{poc
DRAFT  [EKS] {{kube_cluster_name.name}} :
[EKS] {{kube_cluster_name.name}} : {{pod_n
DRAFT  [EKS] {{kube_deployment.name}} is

DRAFT  [EKS] {{service.name}} has keda job

TAGS

team:infra

team:infra

team:infra

team:infra

team:infra

team:infra

team:infra

team:infra

team:infra

team:infra

team:infra

team:infra

# Ask Bits

Browse Templates 4+ New Monitor '

OO0 0 OO0



BOICHE_Gauvain_Lab_02_2026_08_04.md

2026-08-04

[WAF] Requests have been blocked

350
300
250
200
150
100

50
Evaluated data is only available for the past 8 days.

0

Event Timeline
Message Template

) Aug 3, 11:55:27 am 0K

the rate limit if needed

) -35: ALERT
Aug 2, 10:35:27 am WAE dashboard:

Amazon WAF
) Aug 1, 5:55:27 pm  OK o

WAF logs: https://app.datadoghq.eu/logs?

) Jul 31, 5:55:27 pm  ALERT

T T T T “
Tue 28 Wed 29 Thu 30 Fri31 August Aug 2 Mon 3

query=service%3Acloudwatch%20host%3A N

X . UTC+02:00
Monitor behavior 8d  Past8 Days T« m » a &
Status
v Changes [ Relevant Changes PREVIEW | Monitor Service + Dependencies
0K
No changes detected Visualize as

[REINEIGCCIEIE Source Data | Transitions

Query View in Logs Explorer
logs("service:cloudwatch host : I

@acti%...

logs(“service:cloudwatch host :

@action:BLOCK").index("*").rollup("count").la
st("1d") > 8

View in Metrics Explorer [

Tue 4

Next Steps

Please investigate why the request was blocked and adjust ) Mute

More Actions

& Declare Incident -
=) Create Case

Sugaested Resources

Sans compter le déploiement de WAF dans des comptes AWS par Terraform depuis des modules

personnalisés. Que je n'ai pas fait, mais que j'ai amélioré avec des lifecycle, etc.



